
 

ALFA BK UNIVERSITY 
FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY 

FACULTY O F MATHEMATICS AND COMPUTER SCIENCE  

International Scientific Conference 
 

  

ALFATECH No. 2 (2025)                                                                                                                                                                        44 

 

  
                                                                                                                                                                                                                            UDK: 004.6 
                                                                                                                                                                                                                            DOI: 10.46793/AlfaTech1.2.44S 
                                                                                                                                                                                                                            Categorization of paper 

 

A Comparative Analysis of Network Policy Implementation in Kubernetes: Leveraging 
Flannel and Calico for Enhanced Security and Performance 

 
Sava STANISIC1, Vladimir MLADENOVIC2, Ivan TOT3, Borislav DJORDJEVIC4 

 
 

Abstract: As Kubernetes solidifies its position as the de facto standard for container orchestration, the imperative for robust network security and granular traffic control 
within clusters has become paramount. This paper presents a comparative analysis of Kubernetes Network Policy implementation, evaluating the efficacy of two prominent 
Container Network Interface (CNI) plugins: Flannel and Calico. Moving beyond basic configuration, our methodology involves deploying a standardized test environment to 
quantitatively assess how these tools enforce complex policy definitions, including advanced ingress/egress rules and namespace isolation. The results demonstrate that 
while Flannel offers simplicity and lower resource overhead suitable for less complex deployments, Calico provides superior performance and advanced policy capabilities 
for security-critical, high-demand environments. Furthermore, the study explores the extension of network policies into multi-cluster and hybrid cloud scenarios. The findings 
offer a structured framework and practical insights for administrators to select and optimize network policy enforcement tools, thereby enhancing the security posture and 
operational efficiency of their Kubernetes deployments. 
Keywords: Kubernetes; Network Policies; Security; CNI; Flannel; Calico; Performance; Hybrid Cloud 

 
 

1 INTRODUCTION 
Managing network traffic and ensuring security has 

become critical for maintaining robust Kubernetes 

environments in the era of cloud-native applications. 

Kubernetes, a powerful container orchestration platform, 

provides a flexible and scalable way to manage 

applications across diverse environments. However, with 

this flexibility comes the challenge of securing network 

communication within the clusters, making network 

policies indispensable [1, 5]. 
Network policies in Kubernetes play a pivotal role in 

controlling the flow of traffic between different pods and 

ensuring that only authorized communication is allowed. 

By defining these policies, administrators can enhance the 

cluster’s security and manage traffic more efficiently. 
Network policies in Kubernetes are akin to firewall 

rules for cloud environments. They enable administrators 

to define rules and constraints on how pods communicate 

with each other within a cluster, and with external 

networks.  
While the theoretical foundation of Kubernetes 

Network Policies is well-documented in the official 

documentation, the practical implementation and its 

implications vary significantly based on the chosen 

Container Network Interface (CNI) plugin. Different CNIs 

enforce these policies using distinct data planes and control 

logic, leading to tangible differences in performance, 

feature availability, and operational complexity. This gap 

between theory and practice creates a challenge for 

administrators who must choose the right tool for their 

specific environment—be it a development cluster, a high-

performance production system, or a complex multi-cloud 

deployment. 
This paper directly addresses this challenge by moving 

beyond a generic tutorial on Network Policies. We present 

a structured, comparative analysis of two of the most 

prevalent CNIs: Flannel, renowned for its simplicity, and 

Calico, recognized for its advanced features and 

performance. Our research aims to provide a quantitative 

and qualitative framework to guide this critical selection 

process. The primary objectives of this study are: 
1. To benchmark the performance overhead of 

Flannel and Calico in a controlled environment, 

measuring latency, throughput, and CPU 

utilization. 
2. To evaluate the impact of increasingly complex 

network policies on application performance. 
3. To contrast the advanced policy capabilities of 

each CNI, particularly in scenarios involving 

multi-cluster communication and hybrid cloud 

networking. 
4. To synthesize these findings into actionable 

recommendations for practitioners. 
 

2 LITERATURE REVIEW 
 The foundational role of Kubernetes in container 

orchestration is well-established in contemporary 

literature. Research [1] has demonstrated effective patterns 

for automated deployment and scaling, highlighting the 

need for secure underlying networks. Initial studies on 

Kubernetes networking, such as [2], have extensively 

analyzed the performance of container networking 

interfaces in edge environments, establishing a baseline for 

understanding the overhead of various networking 

solutions. 
 The critical importance of security in microservices 

architectures is a recurring theme. [3] presented a 

framework for mitigating DDoS attacks in Kubernetes-

based edge networks, underscoring the necessity of 

network-level controls to isolate and protect workloads. 

Their work aligns with the zero-trust security model, which 

is a principle that modern network policies are designed to 

enforce. 
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 However, a clear gap exists in the direct, empirical 

comparison of how different CNI providers—specifically 

Flannel and Calico—implement and enforce Kubernetes 

Network Policies. While the documentation for Flannel 

[14] and Calico [15] describes their capabilities, 

independent, quantitative analysis of their impact on 

security granularity, latency, throughput, and resource 

consumption in a controlled environment is less prevalent. 

This paper seeks to fill this gap by providing a structured, 

comparative evaluation, building upon the foundational 

work of prior studies to deliver actionable insights for 

practitioners.  

 
3 KUBERNETES 

Kubernetes, often referred to as "K8s", is an open-

source platform used for automating the deployment, 

scaling, and management of containerized applications. 

Developed originally by Google and now maintained by 

the Cloud Native Computing Foundation (CNCF), 

Kubernetes has revolutionized the way applications are 

managed and deployed in modern IT environments. 
In this section, the basic Kubernetes components will 

be presented, alongsid some key features of this container 

orchestration tool. 
At the heart of Kubernetes lie two main components: 

Master Node and the Worker Nodes [2]. 
The Master Node serves as the control plane, 

orchestrating the entire cluster’s operation. The Master 

Node consists of an API Server that processes user and 

application requests, a Scheduler that distributes workloads 

based on resource availability, and a Controller Manager 

that ensures the cluster maintains its desired state. Also, the 

Master Node has a data store called etcd, that basically 

holds the cluster configuration and state information. 
 The Worker Nodes are the nodes that run 

containerized applications. Each Worker Node includes a 

kubelet, which guarantees that container are running within 

a pod, and a Kube-Proxy, which manages networking both 

within the cluster and with external networks. The 

Container Runtime Interface (CRI), such as Docker or 

containerd, manages the container lifecycle, ensuring 

applications run smoothly. 
The basic architectural components of Kubernetes are 

presented on the Figure 1. 

A fundamental concept in Kubernetes is the Pod, the 

smallest deployable unit in the Kubernetes ecosystem. A 

pod represents a single instance of a running process and 

can consist of one or more containers that share the same 

network namespace. This design simplifies the 

management of containers that are closely coupled and 

need to share resources [3]. 
Services in Kubernetes create a stable interface to a set 

of Pods. They abstract complex networking details, 

ensuring consistent access to Pods regardless of their 

lifecycle changes or the physical nodes they run on. 

Deployments lay the foundation for managing application 

updates declaratively. By defining the desired state and the 

number of replicas for a set of Pods, Deployments ensure 

applications are always running as specified. 
The architecture of a simple Kubernets cluster is 

presented on the Figure 2. 

 

One of the standout features of Kubernetes is its 

scalability. The platform can seamlessly scale applications 

across clusters of machines, adapting to changing 

workloads. Additionally, Kubernetes ensures high 

availability with self-healing and load-balancing 

capabilities, which maintain application uptime and 

reliability. Automated rollouts and rollbacks allow for 

smooth application updates and reverting to previous 

versions if issues arise. Kubernetes also excels in resource 

management, efficiently balancing loads across nodes to 

optimize the use of computing resources [4]. 
 

4 NETWORKING IN KUBERNETES 
Kubernetes networking is crucial for the functionality 

and security of applications running within the cluster. 

Understanding how Kubernetes handles networking is 

essential for effectively deploying and managing 

containerized applications. 
Kubernetes abstracts the complexities of networking, 

enabling developers to focus on application logic rather 

than the underlying infrastructure.  
It also employs a flat networking model where each 

Pod is assigned a unique IP address, ensuring that Pods can 

communicate with each other directly without network 

address translation (NAT). This networking model allows 

applications to behave as if they were running on a single 

machine. 
Three primary concepts form the foundation of 

Kubernetes networking: 
1. Pod-to-Pod Communication: All Pods can 

freely communicate with each other by default, 

which facilitates seamless inter-pod 

communication. 

Figure 1 Basic Kubernetes Architecture 

Figure 2 Basic Architecture of a simple Kubernetes Cluster 
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2. Pod-to-Service Communication: Services in 

Kubernetes provide a stable IP address and DNS 

name for a set of Pods, ensuring consistent and 

reliable access. 
3. External-to-Service Communication: Services 

can be exposed to external traffic, allowing users 

and external systems to interact with the 

applications running in the cluster [6]. 
 This tool relies on the Container Network Interface 

(CNI) plugin architecture to manage network resources for 

containers. CNI provides a standardized mechanism for 

configuring and managing network interfaces in Linux 

containers. When a Pod is created, the CNI plugin is 

responsible for allocating an IP address and setting up the 

necessary routing, thus ensuring each Pod can 

communicate within the cluster. 
 Services abstract the underlying network details and 

provide a stable IP address and a DNS name for accessing 

a set of Pods. This abstraction ensures that applications can 

reliably communicate with each other using consistent 

addresses. Endpoints are objects that track the IP addresses 

of the Pods associated with a Service, allowing the network 

proxy to route traffic to appropriate Pods. 
 There are several types of Services: 

1. ClusterIP: The default type, which exposes 

the Service on a cluster-internal IP. This type 

is accessible only within the cluster. 
2. NodePort: Exposes the Service on each 

Node's IP at a static port. 
3. LoadBalancer: Exposes the Service 

externally using a cloud provider’s load 

balancer. 
4. ExternalName: Maps a Service to the 

contents of the externalName field (e.g., 

myservice.example.com) by returning a 

CNAME record with its value. 
 Ingress controllers manage external access to services 

within a cluster, typically via HTTP and HTTPS. They 

provide features such as load balancing, SSL termination, 

and name-based virtual hosting. The most used Ingress 

controllers, at the moment of writing, are: 
1. NGINX Ingress Controller: Widely used 

for its reliability and extensive feature set [7]. 
2. Traefik: Known for its simplicity and 

integration with multiple backend 

technologies. 
3. HAProxy: Offers high performance and 

advanced routing capabilities. 
 Kube-Proxy is a network component that runs on each 

node in a Kubernetes cluster. It maintains network rules on 

nodes, allowing network communication to Pods from 

inside or outside the cluster. Kube-Proxy uses iptables or 

IPVS to manage the network rules and route traffic to the 

appropriate Pods based on the defined Services. 
  
5 NETWORK POLICIES 

Kubernetes Network Policies are essential for securing 

and controlling the communication between the different 

components of a Kubernetes cluster. By defining and 

enforcing network rules, administrators can ensure that 

only authorized traffic is allowed, enhancing the security 

and reliability of the applications [6]. 
At its core, a Network Policy is a set of rules that define 

how Pods can communicate with each other and with other 

network endpoints. These rules are defined using YAML 

or JSON configurations and provide fine-grained control 

over network traffic within a Kubernetes cluster. Network 

Policies work at the OSI layer 3 and layer 4, allowing 

administrators to specify rules based on IP addresses, ports, 

and protocols. 
 

Network Policies consist of several key components: 
1. Pod Selector: Specifies the group of Pods to 

which the policy applies. This is done using 

labels, which are key-value pairs attached to 

the Pods. 
2. Ingress and Egress Rules: Defines the 

traffic allowed into and out of the selected 

Pods. Ingress rules control incoming traffic, 

while egress rules control outgoing traffic. 
3. Policy Types: Indicate whether the policy 

applies to ingress traffic, egress traffic, or 

both. Specifying Policy Types helps clarify 

the scope of the policy. 
The example of a Network Policy that allows 

ingress traffic from a specific Namespace is presented 

here: 
apiVersion: networking.k8s.io/v1 
kind: NetworkPolicy 
metadata: 
  name: allow-frontend 
  namespace: default 
spec: 
  podSelector: 
    matchLabels: 
      role: backend 
  policyTypes: 
  - Ingress 
  ingress: 
  - from: 
    - namespaceSelector: 
        matchLabels: 
          role: frontend 
    ports: 
    - protocol: TCP 
      port: 80 
 
This YAML file structure is specific to Kubernetes. 

YAML (YAML Ain’t Markup Language) files are used to 

define the desired state of various resources within the 

cluster. These files provide a declarative way to manage 

Kubernetes objects, such as Pods, Services, Deployments, 

etc [7]. 
The apiVersion field specifies the version of the 

Kubernetes API that the resource uses. Different resources 

might have different API versions, like: v1, apps/v1, 

networking.k8s.io/v1. 
The kind field defines the type of Kubernetes object 

that is being described (Pod, Service, Deployment, 

NetworkPolicy…). 
The metadata section contains information about the 

resource, such as its name, namespace, and labels. This 

section helps in organizin and identifying different 

resources within the cluster. 
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The spec section defines the desired state of the 

resource. This is where the resource’s configuration details 

are specified. For example, in a Pod YAML file, the spec 

section would define the containers to run, their images and 

other relevant settings 
The YAML file presented in the example is explained 

in the following section: 
1. apiVersion 
The apiVersion is set to networking.k8s.io/v1, 

indicating that this resource uses the networking API 

version 1. 
2. kind 
The kind is NetworkPolicy, specifying that this 

YAML file defines a Network Policy resource. 
3. metadata 
The metadata section includes the name and 

namespace of the Network Policy. Here, the policy is 

named allow-frontend and is applied to the default 

namespace. 
4. spec 
The spec section outlines the details of the Network 

Policy. 
podSelector: This selector targets Pods with the label 

role: backend. Only these Pods will have the defined 

network policy rules applied. 
policyTypes: Specifies that this policy applies to 

ingress traffic (incoming traffic). The other type, egress 

(outgoing traffic), is not defined here. 
ingress: Defines the rules for incoming traffic. 
from: This block specifies the sources allowed to send 

traffic to the selected Pods. In this case, it allows traffic 

from Pods in namespaces with the label role: frontend. 
ports: Specifies the protocol and port that the traffic is 

allowed on. Here, it allows TCP traffic on port 80 [8]. 
This Network Policy allows Pods labeled role: 

frontend in any namespace to communicate with Pods 

labeled role: backend in the default namespace on port 80 

using the TCP protocol. 
 

6 ADVANCED CONFIGURATION 
Advanced network policies let administrators define 

more sophisiticated and granular rules to secure and control 

traffic within the cluster. These configurations often 

involve the use of additional tools and integrations for 

enhanced functionality [9]. 
Advanced network policies can specify granular rules 

based on specific labels, namespaces, and external IP 

addresses. An example Network Policy that incorporates 

multiple selectors is presented here: 
apiVersion: networking.k8s.io/v1 
kind: NetworkPolicy 
metadata: 
  name: advanced-policy 
  namespace: default 
spec: 
  podSelector: 
    matchLabels: 
      role: backend 
  policyTypes: 
  - Ingress 
  - Egress 
  ingress: 
  - from: 
    - namespaceSelector: 
        matchLabels: 

          role: frontend 
    - podSelector: 
        matchLabels: 
          role: security 
    ports: 
    - protocol: TCP 
      port: 443 
  egress: 
  - to: 
    - ipBlock: 
        cidr: 192.168.1.0/24 
    ports: 
    - protocol: UDP 
      port: 8080 
 
The spec section outlines the specifics of the Network 

Policy: 
podSelector: This selector determines the group of 

Pods to which this policy applies. Here, it targets Pods with 

the label role: backend. Only these Pods will be subject to 

the defined rules. 
policyTypes: Lists the types of traffic the policy 

applies to. In this case, the policy controls both ingress 

(incoming) and egress (outgoing) traffic. 
ingress: Defines the rules for incoming traffic to the 

selected Pods. 
from attribute specifies the sources of this traffic: 
namespaceSelector: Allows traffic from Pods in 

namespaces that have the label role: frontend. 
podSelector: Allows traffic from Pods with the label 

role: security. 
ports: Specifies that this traffic is only allowed on TCP 

protocol over port 443, which is typically used for HTTPS 

traffic. 
egress: Defines the rules for outgoing traffic from the 

selected Pods. 
to attribute specifies the destination for this traffic 
ipBlock: Allows traffic to the IP range 192.168.1.0/24. 
ports:  Specifies that this traffic is only allowed on 

UDP protocol over port 8080 [10]. 
 
6.1 MULTI-CLUSTER AND HYBRID CLOUD NETWORKING 
 While the paper has focused on single-cluster setups, 

modern enterprises often deploy applications across 

multiple clusters in hybrid or multi-cloud environments 

(e.g., AWS EKS, Google Anthos, Azure AKS). Managing 

network policies in such scenarios introduces challenges 

like cross-cluster communication, consistent policy 

enforcement, and integration with cloud-native networking 

solutions.  
 Key considerations include: 

• Service Mesh Integration: Tools like Istio or 

Linkerd can enforce policies across clusters by 

abstracting network layers. 
• Global Network Policies: Solutions like Calico’s 

Tigera Secure allow administrators to define 

policies spanning multiple clusters.  
• Cloud-Specific Networking: AWS VPC peering, 

Google Cloud Interconnect, or Azure Virtual 

WAN enable secure cross-cluster 

communication.  
• Hybrid Environments: Bridging on-premises 

Kubernetes clusters with public cloud clusters 

requires VPNs or SD-WAN solutions.   
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 Example use case: A policy allowing ingress traffic 

from an on-premises cluster (CIDR: 10.0.0.0/16) to a 

cloud-based cluster (CIDR: 192.168.0.0/16) can be defined 

using Calico’s GlobalNetworkPolicy:  
 apiVersion: projectcalico.org/v3   
 kind: GlobalNetworkPolicy   
 metadata:   
     name: cross-cluster-allow   
 spec:   
     selector: role == 'cloud-service'   
   ingress:   
       - action: Allow   
          source:   
               nets: [10.0.0.0/16]   
  namespaceSelector: has(environment) && environment in {'prod'} 
 

This approach ensures policies scale seamlessly across 

heterogeneous environments. 
 
6.2 POLICY ENFORCEMENT MODELS 
 Understanding how CNI plugins enforce policies at the 

data plane level is crucial for anticipating performance and 

debugging issues. Flannel and Calico take significantly 

different approaches [10].  

 Flannel relies on a simple overlay network and defers 

policy enforcement to the Kubernetes-native kube-proxy. 

Kube-proxy implements network policies using iptables, 

which, while robust, can become a bottleneck when 

managing a very large number of rules or highly dynamic 

pods. The iptables chains for network policies are traversed 

for every packet, and as the rule set grows, the linear 

scanning time increases, leading to the latency increases 

observed in our evaluation.  

 Calico, in contrast, replaces kube-proxy for policy 

enforcement with its own data plane. It uses a highly 

optimized compiler to convert network policies into 

efficient iptables rules, and often leverages IP sets—a 

kernel feature that allows for matching against large sets of 

IP addresses in constant time. This is a key reason for 

Calico's faster policy application times and lower latency 

under complex policy loads. Furthermore, in BGP mode 

without encapsulation, Calico can enforce policies using 

standard Linux routing and filtering, yielding the highest 

performance.  

 

7 FLANNEL 
Flannel is an open-source virtual network designed 

specifically for Kubernetes. It provides a simple and easy 

way to configure layer 3 IPv4 network between multiple 

nodes in a Kubernetes cluster [11].  
Flannel creates an overlay network that abstracts the 

underlying hardware network. This allows containers to 

communicate across a cluster with thir own unique IP 

addresses, and it also integrates with CNI. 
Each node in the Flannel network is assigned a subnet, 

forming the basis of IP address allocation for containers 

running on that node. 
Also, Flannel supports various backend mechanisms 

for packet forwarding, including VXLAN and host-gw. 

VXLAN runs a Layer 2 network on top of a Layer 3 

infrastructure, while host-gw maps direct routes between 

the hosts. 
Figure 3 shows Kubernetes architecture with Flannel 

network interfaces. 
 

 
 

 
Flannel is set up in Kubernetes cluster by running the 

kubectl apply -f https://github.com/flannel-

io/flannel/releases/latest/download/kube-flannel.yml 

command from the terminal. 
 

8 CALICO 
Calico is a networking and security solution that 

enables Kubernetes workloads and non-Kubernetes/legacy 

workloads to communicate seamlessly and securely. 
Calico consists of networking to secure 

communication, and advanced network policy to secure 

cloud-native microservices or applications at scale. 
Calico CNI is a control plane that programs several 

dataplanes. It is an Layer 3/Layer 4 networking solution 

that secures containers, Kubernetes clusters, virtual 

machines, and native host-based workloads [12]. 
Calico network policy suite is an interface to the Calico 

CNI that contains rules for the dataplane to execute. 

 Calico network policy is designed with a zero-trust 

security model (deny-all, allow only where needed). It 

integrates with the Kubernetes API server, so that the 

Kubernetes network policy can still be used,and it also 

supports legacy systems (bare metal, non-cluster hosts) 

using the same network policy model. 
Calico supports multiple encapsulation methods, 

includin IP-in-IP and VXLAN, which help in creating 

efficient overlay networks. 
It can also use BGP (Border Gateway Protocol) to 

distribute routes, integrating easily with on-premises and 

cloud-based network infrastructure. 
Calico can be installed with the following command 

kubectl create -f 

https://raw.githubusercontent.com/projectcalico/calico/v3

.29.1/manifests/tigera-operator.yaml. 
Once Calico is properly installed, its advanced features 

can be used.  
The following example shows enabling of IP-in-IP 

encapsulation in Calico network: 
apiVersion: projectcalico.org/v3 
kind: IPPool 
metadata: 
  name: default-ip-pool 
spec: 
  cidr: 192.168.0.0/16 
  ipipMode: CrossSubnet 
  natOutgoing: true 
 

Figure 3 Showcase of Kubernetes architecture with Flannel network interfaces 



Sava STANISIC, Vladimir MLADENOVIC, Ivan TOT, Borislav DJORDJEVIC 

 

ALFATECH No. 2 (2025)                                                                                                                                                                      49 

 

cidr: Specifies the IP range for the pool. 
ipipMode: Set to CrossSubnet, meaning IPIP 

encapsulation will be used only for traffic between 

different subnets. 
natOutgoing: Enables NAT for outgoing traffic, 

which is useful for masquerading pod IPs behind node IPs. 
 

The next example shows setting up BGP with Calico. 

Calico uses BGP to distribute routing information between 

networks, enabling high-performance networking without 

the need for overlays like IPIP or VXLAN in certain 

environments. 
The following YAML file shows how to create 

BGPPeer resource for establishing BGP peering between 

Calico and an external router. 
apiVersion: projectcalico.org/v3 
kind: BGPPeer 
metadata: 
  name: node-to-router 
spec: 
  peerIP: 203.0.113.1 
  asNumber: 64512 
 

peerIP: The IP address of the external BGP peer (e.g., 

a top-of-rack router). 
asNumber: The Autonomous System (AS) number 

assigned to the BGP peer. 
 

After defining the BGPPeer resource, ASN needs to be 

defined for each Calico node. Also, BGP peering needs to 

be enabled. 
apiVersion: projectcalico.org/v3 
kind: Node 
metadata: 
  name: node-hostname 
spec: 
  bgp: 
    asNumber: 64512 
 

BGP peering status can be checked by running the 

command calicoctl node status. 
 

9 PERFORMANCE EVALUATION 
To quantitatively assess the impact of CNI choice and 

network policy complexity, a rigorous benchmarking 

methodology was employed. This section outlines the test 

environment, workload design, and presents a comparative 

analysis of the results for Flannel and Calico. 
 
 

9.1 EXPERIMENTAL SETUP 
 A test cluster was provisioned on Amazon Web 

Services (AWS) consisting of 10 t3.medium instances (2 

vCPUs, 4 GiB RAM each), running Kubernetes v1.28. The 

experiments were conducted on two identical cluster 

setups: one with Flannel (v0.23.0) using the VXLAN 

backend, and another with Calico (v3.29.1) configured in 

its default IP-in-IP mode. To isolate network performance, 

all nodes were placed within the same availability zone and 

connected to a dedicated VPC [13]. 
 
9.2 WORKLOAD AND POLICY DESIGN 
 A representative three-tier application (web, API, 

database) was deployed to simulate real-world traffic 

patterns. To test policy enforcement, three distinct policy 

profiles were applied: 
• No Policies: A baseline with default-allow all traffic. 
• Restrictive Ingress: Policies isolating namespaces and 

only allowing expected API traffic (e.g., web -> API on 

port 8080, API -> database on port 5432). 
• Strict Egress: Policies denying all egress traffic by 

default, with explicit rules allowing access to external 

log aggregation and monitoring services. 
 

9.3 RESULTS AND ANALYSIS 
 Network performance was measured using iperf3 for 

TCP/UDP throughput and latency between pods on 

different nodes. Resource overhead was monitored via 

kubectl top nodes during a sustained load test. The results 

are summarized in Table 1. 
 
Table 1. Comparative Performance of Flannel and Calico CNIs 

Metric 
Flannel 

(VXLAN) 

Calico (IP-in-

IP) 
Context 

Pod-to-Pod 

Latency (avg) 
2.3 ms 1.9 ms 

Measured 

across nodes 

TCP 

Throughput 
4.2 Gbps 4.9 Gbps 

Sustained 

transfer rate 

CPU Overhead 

(avg) 
12% 16% 

During 5 Gbps 

load 

Policy 

Application 

Time 

~2.1 sec ~1.5 sec 

Time for 50 

policies to 

become 

 The analysis reveals a clear trade-off. Calico 

demonstrated superior raw performance, with 

approximately 17% lower latency and 14% higher 

throughput than Flannel. This is attributable to Calico's 

more efficient data plane, even when using encapsulation. 

However, this performance came at a cost, with Calico's 

control plane consuming about 33% more CPU overhead 

under load, due to its complex rule management and wider 

feature set.  
 

9.4 IMPACT OF NETWORK POLICY COMPLEXITY 
 A separate experiment was conducted to isolate the 

performance impact of the network policies themselves. A 

deployment handling approximately 1000 requests per 

second was subjected to increasingly complex egress rules. 

The results, detailed in Table 2, indicate that while policy 

enforcement has a measurable cost, it is a necessary one for 

security. 
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Table 2. Performance Impact of Egress Rule Complexity 
Policy 

Strictness 
Latency Increase Throughput Drop 

No Policies 0% (Baseline) 0% (Baseline) 

10 Egress 

Rules 
8% 5% 

50 Egress 

Rules 
22% 18% 

 

The degradation occurs because each packet must be 

evaluated against an expanding list of iptables/ipset rules. 

This underscores a critical best practice: consolidating 

rules using well-designed label selectors is essential to 

minimize performance impact. A single rule selecting 10 

pods is far more efficient than 10 separate rules each 

selecting one pod. 

 

10 CONCLUSION 
This paper presented a comparative analysis of 

Kubernetes Network Policy implementation through the 

lens of two prominent CNI plugins: Flannel and Calico. 

Moving beyond theoretical configuration, we established 

an empirical framework to evaluate their performance, 

security capabilities, and operational characteristics. 
Our findings demonstrate a definitive trade-off that 

dictates their ideal use cases. Flannel excels in 

environments where operational simplicity and low 

resource overhead are the primary concerns. Its 

straightforward setup and minimal CPU consumption 

make it well-suited for development clusters, proof-of-

concept environments, and less complex production 

workloads where advanced policy features are not 

required. 
Conversely, Calico is the superior choice for security-

critical, high-performance production environments. 

Despite a higher CPU footprint, it provides significantly 

lower latency, higher throughput, and faster policy 

application times. Its advanced feature set—including 

GlobalNetworkPolicies, BGP support for non-overlay 

networking, and robust multi-cluster capabilities—makes 

it indispensable for enterprises operating in hybrid or 

multi-cloud scenarios and those with stringent compliance 

requirements. 
The impact of network policy complexity itself was 

also quantified, revealing a direct correlation between the 

number of rules and performance degradation. This 

underscores a critical best practice: the consolidation of 

rules through thoughtful label selector design is not merely 

an organizational concern but a performance imperative. 
In summary, the strategic selection and configuration 

of a CNI plugin is a foundational decision in Kubernetes 

cluster design. By understanding the inherent trade-offs 

between Flannel and Calico, administrators can make an 

informed choice that aligns with their specific security, 

performance, and operational needs, thereby building more 

resilient, efficient, and secure cloud-native platforms. 
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